PATENT ABSTRACTS OF JAPAN 



(1 1 publication number : 2002-351831 
(43)Date of publication of application : 06.12.2002 



(51)IntCI. 



G06F 15/00 
G03G 21/04 
G06F 1/00 



(21 Application number : 2001-160255 
(22)Date of filing : 29.05.2001 



(71) Applicant ; 

(72) Inventor : 



MATSUSHITA ELECTRIC IND CO LTD 

MATSUNAGA SHIGEK1 
YAMAGUCHI TAKEHITO 
OKADA YU JI 
HISATOMI KENJI 



(54) INFORMATION PROCESSING UNIT, IMAGE INFORMATION PROCESSING UNIT AND SYSTEM PROVIDED WITH THESE UNITS 



(57)Abstract: 

PROBLEM TO BE SOLVED: To suppress risk including leakage of personal information 
without impairing user's convenience even when an application is handling user's 
personal information. 

SOLUTION: In a copying machine of this invention, an internal authentication part 
determines whether a user may log in or not based on user's authentication information 
when instructed to switch to an interface of an application. An outer authentication 
part decides whether to permit the user who has logged in based on the permit by the 
internal authentication part to use the application. A working state maintaining part 
generates working state maintaining information indicating that the working state of the 
user is to be maintained even if the user received use permit from the outer 
authentication part is logged out as far as the use permit is not released. A work 
continuing part decides whether to make the outer authentication part decide or not on 
the user logged in by the permit of the internal authentication part depending on the 
generation of the work state maintaining information. 
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->3 >Zm%?Z>£t\C*it5ffnI*im?Z (S 2 2 
1 ) „ *LT, WmWg&8 0 2tt, /^;l/«§gP8 0 

[0 0 7 9] cntc<fcoT, &ft^*;l/9«*38ilfligfc: 

<DlgSE1f|g£Sn & t ^H#tc*f L Tffl A1f *BS if 

[0 0 8 0] LfrL&tfe., f'JWttfn^T^b**;/ 10 
9 0 5£#ff-f £©£&ttTL$-5Sfttf&3o 
[0 0 8 UKT, clcDntf-ffiA 1 T'fi, »f^/<* 
;l/ 9 £2 7/^/1/ 9 0 4#g^Sn-n/>£#3i'?, D^" 
7^ h*2^9 0 5 tf*fJE£ft£^*§£l;:, $J#fiJ»rg|3 
8 0 1 It 279 0 Mcj;»)^7^^;l/9 0 3^0®% 

fiKtfftfrnrzii^frzwmtz (s 2 1 3) o 
[0082] mmmiz* 92790 lWE^n, 

niftf 8 0 1 tf£7'<*/L/9 0 4fre>27MiM/9 0 3 

D^7^hJQ,gg|58 0 9tji^n-r-5o 20 
[0 0 8 3] il£n£gtt&^ Sft p £b J!iaSI58 

o 9 a, g«jwtcrtgp^iEgi5 8 o 3 iz%mmm%*v<y 

7*7Yi<*£% (S 2 1 4) „ 

[0 0 8 4] 0 1 *^7/^;l/9 0 

4frc,*:/^*/U9 o 3^©$#^f;;WTfc>ftTv^> 
fcw«ft^»^, g»ny7^hsaaa58 0 9«, 
ht>+>y* 8 o 8toftiltfci^M^-^HW±-ea&5 

(S 2 1 5) „ 

[0 0 8 5] S»n^7*Hai!ffl58 0 V&Z'fhbV 
y* 8 o 8 ©H-?9JLfc^K^-^P^±T**^i:!|aj»f 30 

-rstt«!b^B«*ns (s 2 1 1) o 
[0086] cwc»u e»a^7*h*yi»8 0 9 

2^ A 8 0 8 ©ItiJLfc^M^-^M«±T'fe.5 
WWLfcfltefctt, WITPJBrSPS 0 1 0 

ufc»^i:ra«, snnicAflqHBS8 0 3ic3s»jjg 

#*D^7">h*tf* (S 2 1 4) o 

[0087] rta5^iEgp8 o 3ff%mmm%*v77* 
hz&zt. ft®mw&8 o 3it*(Dmit{mw.mmn 40 
ass 1 ottiftrrs. aai*s^*fc, mummxm 
81014, mmmmMmttmzmmtzztzm 

[0 0 8 8] attWKtt. f«ttttlt#»8 1 0(4, 7 
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5«7C« 3I*?iJJB# I DfcMSWtTH D D 7 (C|2g-r 
5 (S 2 1 6) o &*>\ HJ9#I D/cttT-& 

[0 0 8 9] f^l!KISfmiS8 1 0«\ «7c1f^*HD 

d 7Ktegf *©©*><*;m»*«i58 0 7icw*® 

f3„ ffl»i*S*t*i:, /^b«99*SP8 0 7tt, ft 
ft><*/U9fcaEW**7/<*rt/©tt#*ff3 (S 2 1 
7) „ lOS^, 27^*;l/9 0 4fr€>27>^*/l'9 0 

3fcW9S*.5tu i*ft/<;M/9fc:*7/<*;l/9 0 3tf 
S^«n*«!8i:ft« (S 2 1 8) o cottffitt, fijffl 

mmwms 2 0 1 trauttiB-e**. t*t>t. 77u 

7 - is 3 y Z fij ffl 1 5 tc a »£m £ 4 5 & , 

heui «**p 6 ft^is=£tt7 7u 7- -> a y t>m-D 

[0 0 9 0]fi£oT, 27^*;l/9 0 4#27^*rt>9 

0 3icj;or^^nfci6Ji:p^7^ y$*ty$ 0 5£i¥ 

ffif «©*]£tlfc»), JtftJ/<*>l/9IC*^/<**9 0 4 

[0091] cnt^u ttflis 2 1 8B, mm^im 
icKT%77vr-zsay(Dmmftmmft-£ftT^ 

5) &T'®mttMS 2 0 1 i:Sfc5 0 
[0 0 9 2] *IJffl#^fflBtt*SttTt'>*««W'iftll 

7^^;l/9 0 3tc^9§^.fc4:t, /<*;U««»8 0 7 

ti^t^-fA^:/* 8 o 8ta»rr*. 

[o o 9 3] aft]£§tf3i:, ^.kA^^s o 8 
WMS 2 l 8i:&oT*^©B#ra©ttflJ£M$&U 

tf«tfci«i«*a»oy7">b«wiaJ8 o 9tcm^-r 

[0 0 9 4] gftn^7^hM!l58 0 9B, ttHIS 2 

1 8 fc*oT*»6tHBLfcl«IB«<-^lffltU:7*S!!P 
S^iWKtS (S 2 1 9) o 

[0 0 9 5] g»Dy7^h®Sa5 8 0 9«, «S8S 2 

WRLfcJB^ ^gP^EEgP8 0 5t, aK«ffi#CJtr 

zr-fwr-: y3yo>mmitt*iitfmz*k% (S22 

1) o 

[0 0 9 6] -7?, ttIS2 18 £ftoTfr£fH8lJLfc 
WfW^-««flillWJ:T?ftir > i: WW t ttSVJffrft 

8 0 1 1^79 0 1 ©Jfffi*«*tjfc^5^*W(lf«** 
(S 2 2 2) o 

[0 0 9 7] WmW\$!>8 0 1 A^79 0 1 ©fflEtffc 
t^WWtfc«^lCtt, t«C^S 2 1 8#8Hf£*l5. 
[0 0 9 8] CtlCWU «W>Wf»8 0 1*^79 0 
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tit)#liS 2 0 3^T^n5 o t^t>%, rt^flgtf 
8 0 3tfU?jy?JTa79 0 6 9 £S 

[0 0 9 9] n^>5K#>9 1 OtfflSttS 

rtgPEfiEgPS 0 3ti#l«S 2 0 4 -f&fr 
5, rtaMS58 0 3ti, d^V^7d^9 0 61C 

E»8 0 3tf*Jja#fcn?W , >*lr^Lft^*&, 

g*f^ji«tt»8 0 4t:iijEp-r*. cot*, immm 10 
gp 8 o 4 HDD7fcaRiijffl#tHawt6nfca 
7BflHWjW*nTv^**^3^*waur* (S22 

3) o 

[0100] fl?£|ftlXffi8 0 4^HDD7 £«7c1lS?8tf 
n* 0 ft3gfBMS$8 0 4 #H D D 7 fc«7Clll«tf 

0 1 tcM$n^ 0 

[0101] rtgPI2iEg|58 0 3 tfWglcnTV 
y*ffiirt«l^lCt, rtSPEESi58 0 Sti^Og^ff 20 
3UKtt»8 0 4£)fi£r*-S a eoilSP^SttSi:, f^K 

mm8 0 4 Bt^oao, *7cm«*<H d d 7 icg 
ssnTi^sfrSfrfcW&j-r* (s 2 0 5) . 

[0 10 2] COWWtSiWCioT, rtSBtSSEgfls 0 3 

«MK»8 04^HDD7 K*7Cl*«tfiE«* tiT*6 
f , rttf8&Ett8 0 3 ErtaHBK*fffc"S* fcSWrbfc 
*&0¥JWMB«0jI D "MS 3 > f^^Sl^gP 8 0 4 

h d d 7 \cm.7tmm^&2nTts y , ^gp^iEgp 8 0 

^Tt-rs (S208) . mtf7^yy—>3><ortw 

■r^o ctucko-c, fpnmm8 0 4it, hihod 
y-r>w<o^**««**, *©i§*fifTWiffi8 0 6 

CiHPr*o 5§fc]*£tt5£, *freJi»8 0 6tt, c 

~>b xDnnRvm&tifflv&mznmrz (s 2 0 

9) o 

[010 3] coj:«fdffl*«(S^^MmEtttH«S 40 
nTlf^**»6, ¥I1S 2 0 6, S 2 0 7 ttfrfctll* , ¥ 
liS 2 1 0*«TK*S 2 1 1 iCftft. 

[0104] cnickoT, fijfl§#&, ai&ttRt^ft 

[0 1 0 5] &*5, ^JfiS 2 0 2, S 2 0 6tC&<#'T, 
9JWJ(WP8 0 l KJ:0*^*;l/9 0 3*»6*^/<* 
;l/9 0 4^0tt#»*jWt>nT^&^fc©ffl*W** 
nfc*£*\ 8 0 3 ©ffpHc iotn^y 50 
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ZftaSLZ^tWmLrzi&etlC^ #MS 2 2 3fftTfc> 

[0106] 3tr-«ui4:ra*, 7 7*'>5y«M6*x 

[0 10 7] (!»ff^<*;l/9tot>T) ±$<Dfiai§<D» 

JBt^T, ?^;V9 0 3, 97rt*J]/9 0 4£H^L 
fcjb\ cftKI8Sn*t»$n*ttaft\, #J*J£3fc!-ffii: 

Tfe<fct>o ^7"90K 9 0 2ftif-g|5©A^ 

y * - 7 x «< x k k t> %wm* # * * v 

^>^-7x^7n (GU 1) ^H^-r^ic^tCtTtxt 

[0 10 8] (77 , U'T-">3>tOt>T) ±kE©HSS 
OJBHTtt, 3tf-«A lCtJV^T, -9--/^5^e.HD 
D 7 lc^7 >P- F Lfc77U 3 >^fiJffl-T§ C 

■/V>r-iy3yt?¥-®A\±<D7-fV J r-isa>t 

>T 7 > h 7 7* 'J -T- -> 3 y^fijffl L T fe i t>o 
[0 10 9] 7*7* 'J -7-: >/3y*imtZ<DlZH 

DDT*ft<i:t,, 7 7-v->a^*yftif«DftfiOfS1i¥© 

[oiio] (rtgpigiEtco^T) ±.m<Dm.mmmx' 

Wffl#@W©Integrated Circuit card ( I C#— F) 
[0 111] (^gP^EtCO^T) ±$<DHSfc<O0fl8T' 

a, fijffl* i d twmmtT-?*) 'r—yaxDmm 
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m^mmm i D£#j£ttae>nT77 p y^->' 
3 ytf h d d 7 tcfe^2n-c^na\ zoct g&tfw 

u©W*B& if £ «k r> T t^gPEIE^ffd C 5o 

tlt^T'tSo 10 
CO l 12] (*©flSBK«Elfco^T) ±SE<DHSficD 

i o TfUffl#fcfUJB*w^*nfc77u * a y* 

[0 113] WAtfWffl#«<JB-rsifcHI * 
mat, fUJf#*WJW*J;3K:bTtiJ:ir*. c©» 

e:fctfT»***»s, 5pjffl#^M-ra« 

ffl0tt©*fl^r*cfcfcWC**. «R©fUflJ# 20 

[0 1 14] (D^yiCO^T) ±Sfi05lUiOJK!B'P 

^7n^9 0 6*J8^*ttfeO£W*.tfny-J'>flJ© 
0 7, 9 0 8*«itfcpy-r>^7Dyi:» )I&ti89 
*J»9 0 7, 9 0 8tCf!lffl#I D, 30 

[0 1 15] (#fta^7*M«:o^T) _LiE©^lSfi© 

p?7*h#*;/9 0 5*^TffjJB#aji 
Bttfcp^7*h©»35*fTofcat, ctucis&ftsfe 

©T*ttfcV\, «*tf4**-4H*ffl^ft3Y^ FA* 
K«k-3TP^7">h*fl^LTfcJ:V^U *«©#*> 

[0116] (ifSturr^Hcoi^r) ±idi©#iS6© 40 
HaS«8 0 9tt, SftWtP^7^h*ffofc. Cft 

**ytf-^MMWa*W***, f!lfli#©*!lWc«fc 

frswutt na «tt\ cci, «ffl*36iwi»Lfc i 

C#-F*W£*&©&Sl&iftcJ:oT, -£Sgf8« 50 



^200 2-3 5 1 83 1 
16 

±«nft*»S*»OWS«ff 3 c i: fcWC**. 
[0 117] ft«, cc-eo-««™*-saBitt, w 

[0 1 18] B9fcjjVriMW»3«\ HSEEfS 
8 1 1 *e*.3 0 RMHKaEM¥et8 1 1 a, i®ja^ 
7? hfflagf58 0 9 £9ft£tlfe-£B$H©SBg£XS 
?$£&©&©-?$$. 

[0119] nmfemg&WLS 1 1 a, m*.\t7-fv 

sr-i/a >lcH*OH*f1IMilc»rJV'»T-3©»IBO»36 
^SftW^M-rSo 77U^—>3>£D@W1f^C 

tf^sna. ^MI8^^M¥©8 l ltt, TfVr-is 

a ^©*w*ffl?iBim#fittft tf-®* m*** < k 

i Si to t a y 7 «> h L T L $ -5 «fc -3 &VJB*@ jg-T 5 C 
i:tfT*tS 0 Lfrfc, S7!/y*-5'3>K:&RfcS'.h 

[0120] 3t:-«A i tea, p.— «fWMi 
©tf&5o ±$©1 c*-K©*3*ne-*-K^ 
ne-*SAia, 09^-r«fc5ti:, *-F>w«fcsn 

**-F»St#a8 1 2*«*T^*. *-F#ft#® 
8 1 2©*fcflttHllMft*-FRIWi-?*fc*o ma 

KflWAsntv*©**- pmftyttiB 

[0 12 1] £©£5 B#H&5£gM#©8 1 

i««*-F»a#a8 1 2fc*-Ftf»A*nTV4fr 

fcLTfc<kv\, Mz.(«KiSfl¥S8 l la, *- 
F»ft¥&8 1 2K*-F*WA*nT^ntf-3£«pM 
A-FJ«6^a8 1 2»c*-FAWA«n 

[0 12 2] Ctltt, *-F»J£¥&8 1 2*»6*-F 

*S-pt*A^6l»*So fe-^5A, *-FJfft¥a8 1 
2lc*-K3WtA«nTV^itf-ja»IB«#MIU *- 

LTtxfc^o il©<J:9K:, NfIIBR£SS¥S8 l l^* 
-FfiPSE¥S8 1 2t*-F^»ASnTV^5*^t 

[0 12 3] *?>1C, ^KKS^M#©8 1 1 t>\ tl- 
F«ft#S8 1 2 fcA- FA^if A?nT^5*^*\ & 
tf^7yjy— >3>©aW1t8l©M7?KS^^T-^ 
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H#M©R£*« 5 <fe -5 lc LX A i\ 



(10) 
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[0 1 2 4] M*tf*-F>Kfc^«8 1 2fc CfcCftS^, 09*«f3lf--*fioT^*HI^ ttfllW 

[0125] $fc> ii&oyT^naisss o 9«, f) 7^yy—>a>k:«t5f^*i#*i^i«*nTV'>s 

[0 12 6] *-F»S*88 1 2K*-F#»A*tt "f «S&t7a y ^0 

T^fttttiHu K<*fcfOT#*WStE**&SBJ&i14 [02] *«W*»lLfc3fcMiA 1 Ottff*WW-r 

<, m\mm<om&&z<Dim&zmmm7Lzz}iff [03] Lfcat:-« a 1 /o*:* 

[0 12 7] COH, R?Nltt£XS5&8 1 1 tt, [0 4] Hft/**/U9©att0!*jiVrH 

^ffliwo*»ijaft*2trt!i:T-«wnB*gftWK: [05] *7v<*n/9o 3©juMH*svrBi 

SgjE-rSi^tLTfei^U »f|V<*Jl/9»ft»S©¥ [06] *7^*;b9 0 4©*#0J£5Vf0 
S)A^KS£oT-^KI*^Sr5«t^KLTt>±0^ 20 [07] ai^ryjf^n^OSttlM**"* H 

[0128] $fc, ±j&cr>m&<mm;tt> aaa^T [08] m-f-tvt.* F5-r^7tiBii*nft«7ci* 

^^^c^tcisgijpyr^htffofco m [09] ^^^n#iS8 1 i zm*-rcmw®3<Dn 

il&ft£©£l$tt*W*5Ci:&T*t£o [01 0] *«W*a«l/fc3Vi-«A 1 

[0 12 9] (+r- /^5i:(Dg^CO^T) ±j£©Hfi6 O»f^©^?IJ^58^*1"0 

o*tt"P«, 3fcM»A l A5i:«fy*-*-y [ft^©i&B£] 



h ^ l a n ft if ©« atii@iiitt 4 *a ur nfc 


3 




i)\ cnKH&tiSfcO'Pttft^ Universal Serial B 


4 


fl^Cilfllelii 


us(U S B ^Institute of Electrical and Electronic 30 


5 




s EngineersU E E E) 1 3 9 4/^ftif^rffl^T, 3 


6 




tf— ttIA 1 fc77U4r-->3>ft£©7a?5.Me2Sfi! 


7 


HDD 


1" 5 *r- A 5 ItWRt £ <fc 9 \C L X & «t \i\ 


8 


CPU 


[0 13 0] ±j£©Hfi&©JgfliT*«, 3tT-«A 


9 




1 K—D<D-V—^5*&tfiLrct>\ jt&©+r-A5*3 


8 0 1 






8 0 2 






8 0 3 






8 0 4 




[0 13 1] (ffHtt9l*t#1fffifco^T) ±xE©HS6 


8 0 5 




©««T?«\ ffH«««»11l«©*f*«llfcLT*7E«f« 40 


80 6 






8 0 7 






80 8 






80 9 




[0 13 2] £©«£> ft£ftUftffi8 0 4 77^1C 


8 1 0 




J;oTna5^EaP8 0 SKBEfcfrfctffti^fcWWf * 


8 1 1 




ftgBgE358 0 5£<fc37:/l>-!r-*>3>©fiJffl 


8 1 2 


*-F»a^a 




9 0 1 




flU «^1t«£HDD7tCfE@bTft2i£^»T2-e 


90 2 




ttgB&ffia58 0 5££577U7-->3>'©fiJ/§§f 


9 0 5 





mmmtnx^m. ftmswt>mm$-&?>o ceo 50 
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1 » 1 


v m 
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[06] 



f TZf<)'> — >b> 1 



[07] 





901 ^ 
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[08] 




X+Y»3 



709 



HBamsifloia 

HfflMfa ion ^ 



[01 0] 



JO. 



f 



F — 



JS3L 




(72)«ws mm mm 



F*-A(##) 2H027 DA01 DA32 DA40 DE04 DE07 
DE09 EC06 EC18 EC20 EE07 
EE08 EE09 EE10 EF09 EJ02 
EJ03 EJ06 EJ08 CA23 GA34 
GA36 CA37 GA47 GA52 GA54 
GA56 GB14 GB19 GE-20 ZA07 
5B076 FB05 

5B085 AA08 AE02 AE23 BC01 



